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Protecting organizations, people and their devices 

CROWDSTRIKE AND PROOFPOINT 
INTEGRATION: ADVANCED EMAIL 
THREAT DETECTION 

CHALLENGE
As companies continue to struggle with advanced threats targeting their 

organizations, new approaches are needed to help mitigate the risk of these threats, 

most of which originate through email. 

SOLUTION
CrowdStrike and Proofpoint have partnered to provide joint customers with an 

innovative approach to handling threats, offering enhanced security posture from 

email to the device itself. 

CrowdStrike and Proofpoint are focused on the shared vision of protecting people 

and their devices from today’s most sophisticated threats. With this partnership, 

you get additional security benefits and expanded visibility — at no additional cost. 

You also gain the benefits of the integration of two best-of-breed solutions. 

KEY BENEFITS

Gain the advantage of 
sharing best-of-breed threat 
intelligence

Achieve multi-layer threat 
protection

Secure your organization’s 
devices and data against 
sophisticated malware and 
malware-free attacks

Gain immediate visibility 
and context into threat 
adversaries and attack 
vectors
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The Proofpoint and CrowdStrike integration makes it easy to detect, investigate and remediate email threats — providing 

an enhanced level of protection for your organization and its employees. Through the ongoing development of new 

integrations, this partnership will continue to add solutions to provide the best protection for Proofpoint and CrowdStrike 

customers. 

CROWDSTRIKE AND PROOFPOINT INTEGRATION

TECHNICAL SOLUTION

COMBINED THREAT INTELLIGENCE 
This integration allows Proofpoint Targeted Attack Protection (TAP) and the CrowdStrike Falcon® platform to share threat 

intelligence. When an email that contains a file is sent to a customer, Proofpoint TAP begins its sandbox analysis to determine 

if it is malicious. This helps customers stay ahead of attackers with an innovative approach that detects, analyzes and blocks 

advanced threats before they reach your inbox. This includes ransomware and other advanced email threats delivered 

through malicious attachments and URLs. The CrowdStrike® Falcon platform's single lightweight-agent architecture 

leverages cloud-scale artificial intelligence (AI) and offers real-time protection and visibility across the enterprise.

MULTI-LAYERED PROTECTION
For multi-layered protection, Proofpoint TAP shares threat information with the CrowdStrike Falcon platform. This provides 

more enhanced security to protect both your employees’ email and their devices. When Proofpoint TAP detects that a 

malicious file has been delivered via email, it queries the CrowdStrike threat intelligence module to determine if the threat 

is known. If the malicious content is known, no action is taken because the device will be protected. If it’s unknown, the 

malicious hash information is added to CrowdStrike’s custom list of indicators of compromise (IOCs), and an alert is created 

if the malicious content tries to execute on the device. This customized intelligence added to CrowdStrike threat 

intelligence will help you to defend against any similar future attacks seen on other endpoints in the organization.

How CrowdStrike Falcon and Proofpoint TAP Work Together

�Proofpoint TAP 

Attachment Defense 

inspects the file and also 

queries the CrowdStrike 

Intelligence application 

programming interface 

(API).

�If the file is known by 

CrowdStrike to be 

malicious, Proofpoint 

TAP will quarantine 

the file, and it won’t be 

delivered to the end 

user.

�If the file is not known 

to CrowdStrike but is 

found to be malicious 

by Proofpoint TAP, it 

will be quarantined and 

not delivered to the end 

user.

The customer benefits 

from improved 

protection through 

combined threat 
intelligence.  
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Learn more www.crowdstrike.com

© 2020 CrowdStrike, Inc. All rights reserved. CrowdStrike, the falcon logo, CrowdStrike Falcon and 
CrowdStrike Threat Graph are marks owned by CrowdStrike, Inc. and registered with the United States 
Patent and Trademark Office, and in other countries. CrowdStrike owns other trademarks and service 
marks, and may use the brands of third parties to identify their products and services.

ABOUT PROOFPOINT
Proofpoint, Inc. (NASDAQ: PFPT) is a leading cybersecurity company that protects organizations’ 

greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions, 

Proofpoint helps companies around the world stop targeted threats, safeguard their data and 

make their users more resilient against cyberattacks. Leading organizations of all sizes, including 

more than half of the Fortune 1000, rely on Proofpoint to mitigate their most critical security and 

compliance risks across email, the cloud, social media and the web. 

More information is available at www.proofpoint.com.

ABOUT CROWDSTRIKE  
CrowdStrike® Inc. (Nasdaq: CRWD), a global cybersecurity leader, is redefining security for the 

cloud era with an endpoint protection platform built from the ground up to stop breaches. The 

CrowdStrike Falcon® platform’s single lightweight-agent architecture leverages cloud-scale 

artificial intelligence (AI) and offers real-time protection and visibility across the enterprise, 

preventing attacks on endpoints on or off the network. Powered by the proprietary CrowdStrike 

Threat Graph®, CrowdStrike Falcon correlates over 3 trillion endpoint-related events per week 

in real time from across the globe, fueling one of the world’s most advanced data platforms for 

security. 

With CrowdStrike, customers benefit from better protection, better performance and immediate 

time-to-value delivered by the cloud-native Falcon platform. 

There’s only one thing to remember about CrowdStrike: We stop breaches.
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